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As you may be aware from recent press reports, one of us (Halderman) is presently serving as an expert witness for the
plaintiffs in Curling v. Raffensperger (Civil action no. 1:17-CV-2989-AT, N.D. Ga.), a case that concerns the security
of
Georgia'  election y tem  A year ago, the court granted plaintiff  acce  to an ICP ballot canner and IC  ballot marking
device as used in Georgia in order to test their security. Following months of analysis, on July 1, Dr. Halderman submitted
an expert
report that describes several very serious vulnerabilities we found in the equipment, which, to our knowledge,
have not been previously documented or disclosed.

 

Given the nature of the vulnerabilities and the time that would be necessary to mitigate them before the 2022 midterm
election , we believe it i  critical for Dominion and affected juri diction  (which include Georgia and part  of many
other
states) to begin taking responsive action soon. It is also vitally important to prevent information sufficient to exploit the
vulnerabilities from falling into the wrong hands, and to avoid fueling election-related misinformation if possible.

Currently, disclosure of the expert report to anyone other than outside litigation counsel for the parties is strictly prohibited
by the Court’  protective order and by recent directive  from the judge  However, if permitted by the Court,
we would like
to share the report with CISA and ask your agency to carry out appropriate further disclosure of the information it contains
to Dominion and affected jurisdictions as you see fit, under CISA's coordinated vulnerability disclosure (CVD) program
(https://www.cisa.gov/coordinated-vulnerability-disclosure-process).

We under tand that under thi  proce , CISA will work with the vendor (Dominion) for mitigation development and the
issuance of patches or updates and to facilitate sufficient time for affected end users to obtain, test, and apply mitigation
strategies. We further understand that CISA strives to disclose "accurate, neutral, objective information focused on
technical remediation and mitigation" and to "correct misinformation where necessary".

Plea e confirm that CISA would be an appropriate agency to handle coordinated vulnerability di clo ure for election
infrastructure under these circumstances, and that you would be willing to receive the report (subject to the Court's
permission)
and carry out further disclosures as you deem appropriate.

 

Sincerely,

 

J. Alex Halderman

Drew Springall
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